BE A PROUD MEMBER OF BANK ASIA FAMILY										www.bankasia-bd.com

	Job Title: Cyber Security Officer

Job Grade: (Officer-SEO)
	 

	

	Bank Asia Limited



Job Description / Responsibilities
· Establish and maintain an information security management program to ensure that information assets are adequately protected across the bank
· Ensure the Security Risk Assessment process, implementation of security control and risk mitigation strategies
· Assess application risks, system risks and data processes within IT and address risks with applicable general controls and recommend solutions
· Assist with designing the IT environment to conform to relevant industry standards such as ISO 27001, PCI-DSS and other related compliance requirements
· Serve as primary liaison with internal and external auditing bodies and ensure compliance requirements are properly fulfilled
· Monitor internal control systems to ensure that appropriate information access levels are maintained
· Perform information security risk analysis and periodic information system activity reviews for information security processes
· Prepare notes and presentation that document security breaches and the extent of the damages caused by it
· Define, implement, maintain corporate security policies and provide training to the end users
· Security analysis and reporting of events collected from ICT infrastructure logs
· Monitor or manage multifunction firewalls, IPSs, IDSs or unified threat management (UTM) technology
· Monitor and manage of advanced threat defense technologies or the provision of those capabilities

Job Nature
Full-time

Educational Requirements
· B.Sc in CS/CSE and M.Sc in CSE/M.Sc in Information Technology from a recognized university. Candidates having MBA will get preference
· [bookmark: _GoBack]Security certifications such as CISM/CISA/CCISO/CHFI/CCDA/CCSP/CCNP security are regarded favorable
Experience Requirements
4 - 10 years in the information systems/Security 

Additional Job Requirements
· Extensive experience working with a wide range of security solutions including architecture, firewalls, intrusion detection systems, incident management, electronic data protection and network access and authorization
· In-depth experience of the following: use of automated vulnerability assessment tools, computer/network incident response skills and multi-platform system administration
· Knowledge of database and database applications
· Good presentation and communication skills
· Applicant should be skilled, creative, self-motivated and work in team environment
· A good knowledge of physical database design & Oracle security management
· Must have strong decision-making and problem solving capability
· Hard working and ability to work under pressure

Job Location
Dhaka in Bangladesh

Apply Instructions:
Candidates possessing the requisite skills and qualifications should feel free to apply online through http://103.17.69.213:8888/hr/f?p=100:1:2494414477950464::::: by August 15, 2019.
Only short listed candidates will be called for interview. Bank Asia reserves the right to accept or reject any application without assigning any reason whatsoever. Bank Asia is an equal opportunity employer.
Attractive remuneration will be offered to the deserving candidates as per Bank’s policies.

